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I/IHCTPYKHHI/I AJIA CTYACHTOB 110 o0ecre4yeHHI0 I/IH(l)OpMaIlI/IOHHOifI 0€30IMacHOCTH npu

HCIIOJIBb30BaAaHUHU CCTH «I/IHTepHeT» AJIA pasMellicHusA B y‘lEﬁHle KﬂﬁI/IHeTaX, B
KOTOPLIX OCYHIECTBJIACTCH AOCTYII B CETH «I/IHTepHeT»

B HHTEPHETE HE CTOUT IIEPEXOIUTHh MO0 CCBIJIKAM U HAKUMATh KHOIIKH BO BCIIJIBIBAKOIIUX

COO00IIEHUAX, KOTOPbIE KAKYTCH NMOA03PUTETbHBIMM.

He 3arpyxaiiTe Npuiio)KE€HHS, KOTOpblE Ka)XXyTCs BaM CTPAaHHBIMM WJIM HAaXOIATCS HAa HEU3BECTHOM caiite. He
YBEpEHBI, YTO NHChMO Hacrtosmiee? 3amaiiTe cebe cieqyromue BONPOCHI: HE IOAO3PUTEIBHBIA JH Yy OTIPABUTENS agpec
3NMeKTpoHHON mouThl? Mcmonb3yercs mm Oe3nmuaHoe mpuBeTcTBHE? MHOTO 1 opdorpadudecknx ommoOok? [Iprraercs nm
aBTOP MHUChbMA CO3ATh OLIYIIEHHE CPOTHOCTH?

OI[.]IH 3alIUThI JUIHOH I/IH(l)OpMaIII/II/I npnz[yMaﬁTe HaI[e)I(Hblﬁ nmapoJib ¥ HUKOMY €ro He
coodmaiire. JIjis Ka’xa0ro pecypca CTOMT MCNO0JIb30BATh YHUKAJbHBIE JIOTMHBI H APOJIH.

UroObl 6e30MacHO XpaHWUTh pa3Hble MAPOJM I Pa3HBIX YYETHBIX 3alMcell, HUCIONb3YyHTe MEHEIKep Mapoiieil u
ybenuTech, 9TO AL KXKIOW YYETHOW 3alHCH HCIIONB3YETCS CIOXKHBIN Mapoib, COCTOSIIMNA MUHHMYM H3 10 cuMBOIOB —
3arJIaBHBIX U CTPOYHBIX OYKB, YHCEN W CIICIHAIBHBIX 3HAKOB.

e Hukora He nmpeaocTaBiisiiiTe ceKpeTHbIE CBeJeHUsI, HAIPUMeEP, HOMEP CYeTa WJIH MapoJib

B OTBETE HA COO0IIeHne 3J1€KT])0HHOI7I IMO4YThI UJIX B CONHAJIBHBIX CETHX.

Huxorna He oTBeuaiiTe Ha MPOCHOBI MPHUCIATH JEHBIH OT «WICHOB CEMBH», Ha MPEIUIOKEHUS O CHIEJKE, KOTOPbIC
CIIMIIKOM XOPOUIM, YTOOBI OBITH MpaBJOH, Ha COOOMICHUS O PO3BITPHIIIAX JIOTEPEH, B KOTOPHIX BBl HE YYacTBOBAJH, WIIH
JIpyTHE MOIIEHHUYECKHE COOOIICHUS.

e [Ipexne yueM BBOAUTH CeKpeTHBIE CBeJeHHs B BeO-(hopMe WM Ha Bed-cTpaHuLe, oOpaTuTe
BHUMAaHMe HA HAJMYHE TAKUX NPU3HAKOB, KaK ajpec Be0-CTPaHMIbI, HAUYHHAIOLIHUIicA ¢ Mpedukca
https m3Hayka B BHJe 3aKPBITOr0 3aMKa PSAAOM C aJPEeCHOHM CTPOKOH, KOTOPbI 0003Ha4aeT

0e3omacHoe CoeAUMHECHUuE

[Ipexae uem myOnauKoBaTh yTO-TO0 B IHTEpHETE, CIPOCUTE CE0s: XOTHUTE JIU BB, UTOOBI BaIid pabOTOAATENH, KIIMEHTHI
1 POJCTBEHHHKH 3HAU 3TO? Jlake Takue NaHHbIE, KaK CTaTyC BAalllUX OTHOIICHHWHA WU JOMAIIHUHN aJipec, KOTOPhIE MOTYT
MOKa3aThCsl 0€300UTHBIMU, MOTYT OBITh UCTIOIB30BAHBI BO BPEJI, €CIIA UX YBUJIST HE Te JIIOIH.

.Il.]'[ﬂ 0e3omacHocTH Oﬁlllel-ll/lﬂ B COHHAJBHBIX CEeTAX OCTABJANTE KAK MOYKHO MEHBbIIIE

JAHHBIX 0 cede U U30MpaTeJIbLHO MOAX0ANTE K NMPeIJI0KeHUIM 0 ApYyxKoe.

He BCE, KOT'O Bbl BCTPEYACTC B I/IHTepHGTG, SABJIIAKOTCA TEMH, 3a KOI'O cebs BbIJArOT. KI/I6epHp€CTyHHI/IKI/I 4qacTo
CO31ar0T IIOAACIBbHBIC HpO(I)I/IJ'II/I B COIMaAJIbHBIX CETAX, 4TOOBI BCTylIaTb B HNEPCIUCKY C AOBCPYHMBLIMHU IOJIB30BATCIIIMU U
O6I/IpaTL HX 3JICKTPOHHBIC KOIICJIbKH — WJIN ACJIATh €HIC YTO IMMOXYIKE.

OHepen MNpOoCMOTPOM BXOAAIIUX IMHCEM Ha IJJICKTPOHHOM JIIUKE, IPOBEPHTE aapec
OTIIPaABHUTEIA. HO}:[O3pI/ITeJ'IbHI>Ie nmucbMa CMeJI0 OTHpaBHﬂﬁTe B CIlaM, 0CO0EHHO €CJIM B TaKHX

NUCbMAX COJEePKATCH NMPUKPeIUIeHHbIe Gailibl.

He OTKpBIBaﬁTC TMOAO3PUTECIIBHBIC IMMCbMAa CTPAHHOI'O MPOUCXOXKACHUA, HE HOH}IaBaﬁTeCB Ha COACPIKAIMHUECA B HUX
COMHUTCJIbHBIC MPEATIOKECHUA JIETKOTO 3apa60TKa, HE BBICHUIANTE HUKOMY IapoJd OT BallMX AKKAyYHTOB, HE OTKpBIBaﬁTC
HpHerHJ’[éHHHG K IMUCbMaM IMOJAO3PUTECIIbHBIC (baﬁﬂbl 1 HC NEPEXOJUTE IO COACPIKAIINMCA B HUX MMOAO3PUTCIbHBIM CCbUIKAM.

o /15t ckauyMBaHUS KAPTUHKHM WJIM MeJIOMHU BaM npeajaraot ornpasutsh cmc? He cnemmure!
CHauaJjia npoBepbTe 3TOT HOMeP B HHTepHeTe — 0e30MaceH 1M OH M He 00MaHYT JIM Bac.

® Eciu BbI BCe €I1le He YBEPEHBI, CBSHKUTECH C (PUTYPHPYIOIIEH B COOOIIEHHH KOMITaHUEH MO O(pHIIMaIbHBIM KaHaJIaM,
TaKUM Kak Be0-CaliT WM CTpaHMIIA B COIMANLHBIX CETAX. Beerma srydine mpoBepuTh U MEePENpOBEPHUTh, UEM PUCKOBATH CBOEH
0€e30MIacHOCTBIO.


https://www.microsoft.com/ru-ru/search?q=password+manager
https://support.microsoft.com/ru-ru/help/4091450/windows-protect-passwords

KomnbrorepHbie BUpyChbl

KomnbroTepHblil BUPYC - 3TO Pa3HOBUAHOCTb KOMIIBIOTEPHBIX IPOTPaMM, OTJIMYUTEIBHON OCOOEHHOCTBIO
KOTOPOH SIBJIIETCS CIOCOOHOCTh K Pa3MHOXKEHUIO. B onosiHeHune k 3ToMy, BUPYChl MOTYT ITOBPEAUTH
VI TIOJTHOCTBIO YHUUYTOXHTD BCe (PaiiiIbl M JaHHbIE, IOJKOHTPOJIbHbIE MTOJIB30BATENI0, OT UMEHH
KOTOpOro Oblia 3ammyleHa 3apakeHHas IporpaMmma, a TakyKe MOBPEIUTh WM JakKe YHUUTOXKHUTh
OIEPALMOHHYIO CUCTEMY CO BceMH (aililamu B 1ie1oM. B G0JIBIIMHCTBE CilydaeB pacpOCTPAHAIOTCS
BHUPYCHI UE€PE3 UHTEPHET.

MeTo/1bl 3a1IUThl OT BPEJOHOCHBIX IPOTrpamMM:

1. Hcnosnp3yil COBpEMEHHBIE ONEPALIMOHHBIE CUCTEMBI, UMEIOIINE CEPbE3HBIN YPOBEHD 3aLUTHI OT
BPEIOHOCHBIX ITPOTPAMM;

2. [TocTosiHHO ycTaHaBnMBail naTuu (LUGPOBBIE 3aIUIATKH, KOTOPbIE ABTOMATUYECKH
YCTAHABIIMBAIOTCS € LEJIBIO 10pabOTKH POrpaMMbl) U Jpyrue 0OHOBJIEHUSI CBOEH OIepaliMOHHON
cucrembl. CkaunBai UX TOJBKO ¢ ouImansHoro caira pazpadorunka OC. Eciu cymecTByeT pexum
aBTOMaTHYECKOI'0 OOHOBJICHMSI, BKIIIOUH €r0;

3. PaboTaii Ha cBoeM KOMIIbIOTEpE MO [IPaBAMU I0JIb30BATENA, @ HE aIMUHUCTPATOpa. JDTO HE
[IO3BOJIUT OOJIBIIMHCTBY BPEJOHOCHBIX MPOTPaMM MHCTANIMPOBATHCS HA TBOEM [IEPCOHAIBHOM
KOMIIBIOTEPE;

4. Hcnonp3yil aHTUBUPYCHBIE IPOTPaMMHBIE IIPOAYKTBI U3BECTHBIX IIPOU3BOAUTENCH, €
aBTOMaTHYECKUM OOHOBIIEHHEM 0a3;

5. Orpannyb pU3HMUECKUI TOCTYI K KOMITBIOTEPY JIJIsl IOCTOPOHHUX JIHII,

6. Hcnonp3yit BHENTHIE HOCUTENN MH(POPMAITNH, TaKue Kak (Iielika, JUCK Win (ailsl U3 MHTEepHeTa,
TOJIBKO U3 ITPOBEPEHHBIX UCTOYHUKOB;

7. He oTkpbIBail KOMIbIOTEpHBIE (aiiiibl, OIyUYE€HHBIE U3 HEHAIEKHBIX HCTOYHUKOB. Jlaxe Te
(aiinel, KOTOpPBIE MPHCIIa TBOM 3HAKOMBINA. JIydIlle yTOuHM y HETo, OTHPABJISUI JIU OH TeOe HX.

Cerun WI-FI

Wi-Fi - aT0 He Bua nepenaun TaHHBIX, HE TEXHOJIOTHs, & BCEro JIMIb OpeHn, Mapka. Eme B 1991 roay
HuJepiaHacKas koMmnanus 3apeructpuponana 6pensr "WECA", yTo 0003Ha4ano cioBocoueTaHue
"Wireless Fidelity", kotopblil nepeBoanuTcs Kak "0ecrpoBogHas TOYHOCTH".

Jlo Haiero BpeMeHH Jolja qpyras ab0peBuatypa, KoTopas sBISETCs TaKOH ke TEXHOIOoruel. 1o
ab6peBuatypa "Wi-Fi". Takoe Ha3BaHue ObLIO JJAHO C HAMEKOM Ha CTaHJApT BbICLIEH 3BYKOBOW TEXHUKHU
Hi-Fi, uro B mepeBoie 03HavaeT "BbICOKast TOYHOCTB".

Ha, 6ecriiaTHBIA HHTEPHET-A0CTYII B Kade, OTENsAX U adpOonopTax SBISETCS OTIMYHON BO3MOXKHOCTBIO
BbIX0J1a B UHTepHET. Ho MHOTHe SKCIepThl CUNTAIOT, 4To obuenoctynubie Wi-Fi ceTu He sBistoTCs
0€30MacHBIMH.

CoBeTbl 110 O€30MaCHOCTH pabOTHI B 00IIEIOCTYHBIX ceTsix Wi-fi:

1. He nepenaraii cBoro nuunyro uHbopmaiuio yepes odmeaocrynasie Wi-Fi cern. PaboTast B Hux,
JKEJIaTeJIbHO HE BBOJUTH NAPOJIA JOCTYIIA, JIOTUHBI U KAKHE-TO HOMEDPA;

2. Hcnonb3yit 1 0OHOBIISAN aHTUBUPYCHBIE TPOrpaMMbl U Opanamayep. TeM caMmbIM Thl 00€30nacuIlb
ce0s OT 3aKayKu BUpYca Ha TBOE YCTPOICTBO;

3. [Tpu ucnonp3oBanuu Wi-Fi orxmroun ¢yaknuro "OOmuit qoctyn K daiiiam 1 mpuHTEpam".
JlanHas QyHKIUS 3aKpbITa IO YMOJIYaHUIO, OJTHAKO HEKOTOPBIE MOJIb30BATEIN AKTUBUPYIOT €€ IS
y100CTBa HCIOIB30BaHUS B paboTe UM yuebe;

4, He ucnons3yit nyonuunsiit WI-FI qist nepenaun TMYHBIX TaHHBIX, HAIPUMED JJI BHIXOJA B
COLIMAJIbHBIE CETH UJTU B 3JIEKTPOHHYIO TOYTY;

S. Hcnonb3yit Tonbko 3amuiiennoe coequnenue yepes HTTPS, a ue HTTP, 1.e. npu Habope Be6-
anpeca BBoau umeHHo "https://";



6. B MmoOunsHOM Tenedone orkimoun pynkmuio "Tlogkmouenue k Wi-Fi aBromatnuecku'. He
JOTyCKail aBTOMaTHYECKOTO TOAKITIOYSHHS ycTpoiicTBa k ceTsiMm Wi-Fi 6e3 TBoero cormacusi.

ConmnajbHBIE CETH

COI_II/IaJILHBIe CCTU AaKTHUBHO BXO/ST B Hamy KHU3Hb, MHOT'UC JIFOIHU pa60Ta10T nu )KI/IBYT TaM IIOCTOSSHHO.
MHor#ue nmojap30BaTeiid He TOHUMAIOT, YTO HH(OpMaIus, pa3MellieHHAs UMH B COIIMATIbHBIX CETSX,
MOKET ObITh HalJIeHa ¥ MCTIOJb30BaHa K€M yTrOJHO, B TOM YHCIIe He 00s13aTeIbHO ¢ OlaruMu

HaMCPCHUAMU.
OCHOBHBIE COBETHI IO OE30IACHOCTH B COIIMaJIbHBIX CCTAX:

1. OrpaHudb CIUCOK JIpy3ei. Y Te0s B Ipy3bsAX HE JOHKHO OBITh CIYYalHBIX M HE3HAKOMBIX JIFOJICH;
2. 3amumai cBoro 4yacTHYIo >ku3Hb. He yka3piBail maposu, TeseoHsbl, aapeca, 1aTy TBOETo
POXICHUS U JPYTYIO JHUHYIO0 HHPOPMALHIO. 3T0YMBIIUICHHUKH MOTYT UCIIOIb30BATh JIaXe
MH(OPMALIHIO O TOM, KaK Thl M TBOM POJUTENH IUIAHUPYETE IPOBECTU KaHUKYJIBL;

3. 3amuiai cBor penyTaluio - Aep>KU €€ B YMCTOTE U 3a/1aBail cebe BOIpoc: XOTel Obl Thl, YTOObI
JpyTHUe M0JIb30BaTeN BUJIENHU, UTO Thl 3arpyxaeis? [logymaii, mpexe ueM uTo-To OnyOIMKOBATH,
HanucaTb U 3arpy3uTh;

4, Ecnu Tl TOBOPHUILIB C JIFOJIBMHU, KOTOPBIX HE 3HAEIIb, HE UCIIOJIb3YH CBOE PEAIbHOE UM U APYTYIO
JMYHYIO0 HHGOPMALUU: UMsI, MECTO KUTEIbCTBA, MECTO Y4eObl U ITPOYEE;

S. N36eraii pazmemenus gortorpaduii B InTepHeTe, T Thl H300pakeH Ha MECTHOCTH, 10 KOTOPOM
MO>KHO OIPENIEIUTh TBOE MECTOIIOJIOKEHUE;

6. [Tpu perucrpanuu B COIMAIBHON CETH HEOOXOAMMO UCHOIb30BaTh CJI0KHBIE I1APOJIU, COCTOSALINE
u3 OyKB U IM(]p U ¢ KOJIUUYECTBOM 3HAKOB HE MEHee §;

7. Jlis conmanbHON CeTH, MOYTHI U APYTHX CAWTOB HEOOXOAUMO HCIOJIB30BaTh Pa3HbIE MAPOIIH.
Torna ecnu Te6s1 B3710MarOT, TO 3JI0YMBIIIJIEHHUKH MOJIy4aT JOCTYH TOJIBKO K OJJHOMY MECTY, a HE BO BCE
cpasy.

ONEKTPOHHBIE JEHBIU

DJNEeKTPOHHBIE AEHBIH - 3TO OU€Hb YI0OHBIH crloco0 T1aTexel, 0IHAKO CYIECTBYIOT MOIIEHHUKH,
KOTOpBIE€ XOTAT NOJYYUTh 3TU JCHBIHU.

DNEeKTPOHHBIE JEHBIY MOSIBUJINCH COBCEM HEJABHO U HIMEHHO M3-3a 3TOI0 BO MHOTHX T'OCYJapCTBAX J10
CHX IIOp HE MPONKCAHO MPO HUX B 3aKOHAX.

B Poccum jxe oHM QYHKIMOHUPYIOT M O HUX YK€ MPONUCAHO B 3aKOHE, TJI€ UX pa3AesstoT Ha HECKOJIBKO
BUJIOB - aHOHMMHBIE U HE aHOHUMHBIE. Pa3HHIIa B TOM, YTO aHOHUMHBIE - 3TO T€, B KOTOPBIX pa3peraeTcs
MIPOBOAMTH ONEepaluy 0e3 UIeHTU(UKALINY TI0JIB30BaTENs, & B HEAHOHUMHBIX UACHTU(UKAIIHS
MIOJIb30BATeNs ABIsETCS 0053aTEIbHOMN.

Taxoke cnenyer pa3nuyarh JIEKTPOHHbBIE (pUAaTHBIE 1€HBIU (paBHBI TOCYAAPCTBEHHBIM BAJIIOTaM) U
AJIEKTPOHHBIEC HE(UATHBIE IEHBI'M (HE PaBHBI TOCYJAPCTBEHHBIM BAJIIOTaM).

OcHOBHBIE COBETHI 110 0€30MacHOM paboTe C INEKTPOHHBIMU JEHbIaMU:

1. [TpuBsikM K cueTy MOOUIIBHBIN TenedoH. DTo caMblil yAOOHBIN U OBICTPBIN CIIOCOO BOCCTAHOBHUTD
J0CTyN K cuety. [IpuBsi3aHHbII TeaeOoH MOMOXKET, ecii 3a0y eIl CBOW TUIaTEKHBIA MapoJIb U
3aiIenIb Ha CAUT C HE3HAKOMOI'O YCTPOMCTBA;

2. Ucnonp3yit omqHopazossie mapos. [locie mepexona Ha yCHIICHHYIO aBTOPU3AINIO TeOE yKe HE
OyzeT yrpokaTh ONMacCHOCTb Kpasku MIIM TepexBaTa IJIaTeXHOTo MapoJs;

3. Bri6epu cnoxxHblii naposis. [IpectynHukam OyAeT He MPOCTO yraiaTh CIOKHBIN MapoJb.
HanexxHble maposu - 3To napoiu, KOTOpbIe CoIepKaT He MeHee § 3HAKOB U BKIIIOYAIOT B €05l CTPOUHbIE



Y IIPONMCHBIE OYKBBI, IU(PPHI U HECKOJIBKO CUMBOJIOB, TAKHE KaK 3HAaK J0J1apa, GpyHTa,
BOCKJIMIIATEIbHBIN 3HAK | T.1. Hampuwmep, $tROng!;;
4. He BBO/IM cBOM TMYHBIE TaHHBIE HA CaiiTaX, KOTOPBIM HE JOBEPSCIIb.

DJIeKTPOHHAS MOYTA

DJEeKTpPOHHAs M0YTa - 3TO TEXHOJIOTUS U IPEIOCTABIISIEMBIE €0 YCIIYTH MO MEPECHUIKE U MOTYYESHUIO
ANEKTPOHHBIX COOOIICHHIA, KOTOPBIE PACTIPEACTSIOTCS B KOMIIBIOTEPHON ceTH. OOBIYHO IEKTPOHHBIN
MOYTOBBIN SAIUK BHITJISAUT CICTYIOIIUM 00pa3oM: UMsI_TOJIb30BaTeNsI(@UMs_JIoMeHa. Takke KpoMe
nepeiayn MPOCTOTO TEKCTa, UMEETCSl BO3MOXKHOCTH Iepe/iaBath (haiiibl.

OcHOBHBIE COBETHI IO 0€30MacHON padoTe ¢ MIEKTPOHHON ITOYTOM:

1. Hano BbIOpaTh paBUIIbHBIN TOYTOBBIN cepBHC. B MHTEpHETE €cTh OrpOMHBIN BEIOOp OecIuIaTHBIX
IIOYTOBBIX CEPBUCOB, OJHAKO JIYYILIE JOBEPATH TEM, KOI'O 3HACIIb U KTO IIEPBBII B PEUTUHIE;

2. He yka3bIBaii B mruHOM noute TuyHyto nHGopmManuio. Hampumep, sydiie BeIOpaTh
"My3bIKaJIbHBIN (haHaT@" nam "pok2013" BmecTo "Temal3";

3. Hcnonp3yi IBYX3TallHY0 aBTOPU3aLUI0. JTO KOIAa IOMUMO MapoJs HY»KHO BBOAUTH KO/,
npucbuIaeMblil mo SMS;

4, Bri6epu citoxxHbIN Taposib. I Ka)KI0ro MOYTOBOTO SITUKA JOKEH OBITh CBOW HAJC)KHBIH,
YCTOWYUBBIN K B3JIOMY IIapOJib;

S. Ecin ecTb BO3MOKHOCTD HAaIlMCaTh CaMOMY CBOH JINYHBIN BOIPOC, UCIIOJIb3YH 3TY BO3MOYKHOCTb;
6. Hcronb3yil HECKOIBKO NOYTOBBIX AIMMKOB. [IepBbIii UIsl 4aCTHOM NEPENUCKHU € apecaTaMy,

KOTOPBIM ThI IOBEPSCIIL. ITO MIEKTPOHHBIN aipec HEe HAJ0 UCIIOIB30BaTh MPU PETUCTPALINU Ha PopyMax
M CaMTax;

7. He oTkpsiBaii Qaiinel u Apyrue BIOXKEHUS B MUCbMaX, 1a)Ke €CJIM OHU IMPUIIUIA OT TBOUX JIPY3eH.
Jly4iie yTo4HM Y HUX, OTIIPABIISLTN JIM OHH TEOE 3TU (ailibl;

8. [Tocne okoHYaHMs paOOTHI HA TTIOYTOBOM CEPBHCE MEPE]T 3aKPHITHEM BKJIAJIKH C CATOM HE 3a0y/1b
HaxaTh Ha "Briiitn".

Ku6epOy/uIMHT MJIM BUPTYAJIbHOE H3/1€BATEIbCTBO

KubepOynnunr - mpecienoBanne cOOOMEHUIMH, COACPIKAITUMHU OCKOPOJICHUS, arpeCCHI0, 3aITyTHBAHHUE;
XYJIUTaHCTBO; COLIMAIbHOE OOMKOTUPOBAHUE C MTOMOIIBIO Pa3IMYHBIX HHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI IO OOPbOE ¢ KNOEPOYIITMHIOM:

1. He 6pocaiics B 60ii. JIy4mnii cnoco6: mocoBeTOBaTHCS Kak ce0sl BECTH U, €CJIU HET TOT0, K KOMY
MOJXHO O6paTI/ITI)C$[, TO BHA4YaJIC YCIIOKOUTHCA. Ecam TBI HauHENTh OTBEYATh 0CKOp6HeHI/I$IMI/I Ha
OCKOpOJIEHUS, TO TOJIBKO €11l OObIIe pa30kKellb KOH(IMKT;

2. VYmpasinsii cBoeil kubeppemyTaruei;

3. AHOHUMHOCTB B ceTH MHHUMas1. CyIecTBYIOT CTIOCOObI BBIICHUTh, KTO CTOUT 32 aHOHUMHBIM
aKKayHTOM;

4. He crout Bectu Xynuranckuii o0pa3 BUPTyalibHOU HU3HU. IHTEpHET DUKCHpYET BCe TBOU
JEeUCTBUS M COXpaHSET UX. Y AATUTh UX Oy/AeT KpaiHe 3aTpyIHUTEIbHO;

5. Co0ro1aii CBOIO BUPTYIBHYIO Y€CTh CMOJIONY;

6. Urnopupyit enuHn4HbIN HeraTuB. OJIHOPa30Bble OCKOPOUTEIbHBIE COOOIICHHUS JTyYIlle

UrHopupoBaTh. OOBIYHO arpeccus MpeKpallaeTcs Ha HayalbHOW CTaIuH;

7. Ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMU COOOIICHUSMH, B COLIMATBHBIX CETAX €CTh
BO3MO>XHOCTb OJIOKUPOBKH OTIPABKH COOOIIEHHH € ONpeieIeHHBIX a/IpECOB;

8. Ecnu 161 cBUneTEns KUOEpOyinara. TBOM NEUCTBUS: BRICTYIIUTH MPOTUB MIPECIIEIOBATEIIS,
II0Ka3aTh €My, 4TO €r0 JIEHCTBUS OLICHUBAIOTCSI HEFaTUBHO, NIOJJIEPKATh JKEPTBY, KOTOPOH HYKHA
MICUXOJIOTHYECKasi TOMOII[b, COOOIIUTH B3POCIBIM O (haKTe arpecCUBHOTO MOBEACHUS B CETH.



MooOniabHbIi Te1edoH

CoBpemenHble cMapTHOHBI U IIAHIIETHI COAepKAT B cede BIOJIHE B3pOCblii (YHKIIMOHAN, U TENEPb OHU
MOTYT KOHKYPHPOBATh CO CTAIlHOHAPHBIMU KOMIbIOTepaMu. OTHAKO, CPEJCTB 3AIIUTHI TS TOJOOHBIX
YCTPOMCTB II0KAa OYEHb Majo. TeCTUPOBaHUE U IIOUCK YSA3BUMOCTEN B HUX IIPOUCXOJUT HE TaK
uHTeHCUBHO, Kak 11 1K, To jxe camoe kacaercss 1 MOOMIJIbHBIX MPHIIOKEHUH.

CoBpeMeHHbIE MOOMIIbHBIE Opay3ephl yKe MPaKTUUECKH TOTHAIM HACTOJIbHBIE aHAIOTH, OJIHAKO
pacmupenue GpyHKIHOHANIA BJISUET 33 CO00I OOJBINYIO CI0XKHOCTh U MEHBIIIYIO 3al[UIIEHHOCTD.
Jlanexo He Bce IPOM3BOIUTENH BHITYCKAIOT OOHOBJICHUS, 3aKPBIBAIOIINE KPUTUYECKHUE YSI3BUMOCTH ISt
CBOUX YCTPOWCTB.

OcHOBHBIE COBETHI JIsl 0€30MaCHOCTH MOOMIIBHOTO TeneoHa:

Huudero He siBIsieTcs: mo-HacTosmeMy OecruiaTHeIM. by ik ocTOpoXeH, Beib Korja Tede mpeiaraiot
OecraTHBI KOHTEHT, B HEM MOT'YT OBITh CKPBITBI KAKHE-TO TUIATHBIC YCITYTH;

Hymaii, mpexzae uem oTnpaBuTh SMS, ¢oTo mim Buaeo. Thl TOYHO 3HACIIID, T/I€ OHU OYyT B KOHEYHOM
urore?

Heo6xoanMo 0OHOBIIATE ONEPAIIIOHHYIO CHCTEMY TBOETO CMapT(OHa;

Vcnonp3yit aHTUBUPYCHBIE IPOTPAMMBI 1711 MOOHMIIBHBIX TeNIe(OHOB;

He 3arpy»xaii npuioxeHust OT HEU3BECTHOIO UCTOYHUKA, BE/Ib OHU MOTYT COJIEpP>KaTh BPEAOHOCHOE
MPOrpaMMHOE 00eCTIeYeHUE;

[Tocrne TOro Kak THI BBIAIEIH C CaiiTa, T/Ie BBOWII JTMYHYIO HHPOPMAITUIO, 3aiI1 B HACTPOUKH Opay3epa
U yaanu cookies;

[lepuonnuecku npoBepsii, KaKMe IUIATHbIE YCIYTH AKTUBUPOBAHBI HA TBOEM HOMEPE;

JlaBaii cBoif HOMep MOOMIIBHOTO TesedoHa TOIBKO JFOIIM, KOTOPBIX ThI 3HACIIb U KOMY JOBEpSEIlb;
Bluetooth momken OBITH BHIKIIOUEH, KOT/Ia THI UM HE MOJIb3yembesi. He 3a0bIBail nHOTAA MPOBEPATH 3TO.q

Online urpsi

CoBpeMeHHbIE OHJIAIIH-UTPBI - 3TO KPACOYHBIE, 3aXBaThIBAIOIIME pa3BiIeUeHUs], 00bEINHSIONINE COTHH
TBICSIY YeJIOBEK M0 BceMy MUpy. Urpoku nccienytoT JaHHbIM UM MUp, OOIIAIOTCS APYT C IPYTOM,
BBITIOJHSIOT 3aJJaHMsl, CPayKat0TCs C MOHCTPAMHM U MOJIYYaroT OMbIT. 3@ YJJOBOJIbCTBUE OHU IUIATAT:
MOKYNAIOT JUCK, OIUIAYMBaIOT a0OOHEMEHT UJIH MPHOOPETAIOT KaKUe-TO OILUH.

Bce 3T cpesnctBa uayT Ha MoAJIepKaHUE U Pa3BUTHE UTPHI, @ TAKXKE Ha caMy 0€30MacHOCTb:
COBEpIICHCTBYIOTCSI CUCTEMBI aBTOPU3ALINH, BBIITYCKAIOTCA HOBBIE AaT4X (IIM(PPOBbIE 3aIUIaTKU JUIs
IIPOrpaMM), 3aKpbIBAIOTCSI YSI3BUMOCTH CEPBEPOB.

B noo0HBIX Urpax CTOUT OMacaThCsl HE CTOJIBKO CBOUX CONEPHHUKOB, CKOJIBKO KPa)kKd TBOETO MapoJis, Ha
KOTOPOM OCHOBaHA CUCTEMa aBTOPHU3AIMK OOJIbIIMHCTBA UTD.

OcHOBHBIE COBETHI IO 0€30MaCHOCTH TBOETO UTPOBOTO AKKAYHTA!

1. Ecnu apyroit urpok Benet ceOs MII0X0 WM CO3JaeT TeOe HENMPUATHOCTH, 3a0JIOKUPYH €ro B
CIMCKE UTPOKOB;

2. [Toxanyiics aAMUHUCTPATOPaM UIPHI HA TUIOXO€ MOBEICHHE ATOI0 UTPOKA, KEJNATETbHO
MPUJIOKUTH KaKHe-TO JI0Ka3aTeIbCTBa B BUJI€ CKPUHOB;

He ykaspiBaiil muunyto nH(popMalnio B podaiine urpsi;

VYBaxail Apyrux y4acTHUKOB 10 UTPE;

He ycranaBnuBaii HeoumanbHble TATYM U MOJIBI;

Hcrionb3yil CII0KHBIE U pa3HbIE IAPOJIH;

N o ok~ w

Jlaxxe BO BpeMsi UTPBI HE CTOUT OTKJIKOYaTh aHTUBHpPYC. [10Ka ThI Urpaenib, TBOM KOMIBIOTED

MOTYT 3apa3HTh.



@OUIIMHT WM KPaka JUYHBIX JAHHBIX

OOBbIuHOM Kpaykel JIeHeT M JOKYMEHTOB CErOJJHs YK€ HUKOTO He YAUBHUIIb, HO C Pa3BUTUEM HHTEPHET-
TEXHOJIOTUH 3JI0YMBIIIICHHUKH ITEPEMECTHIIICH B UHTEPHET, U MPOOJKAIOT 3aHUMAThCS "IMI0OUMBIM"
JEIIOM.

Tak nosiBuwiIach HOBasi yrpo3a: HHTEpHET-MOILICHHUYECTBA WIIM (DUILUHT, IJ1aBHAs 11eJIb KOTOPOTO COCTOUT
B IIOJIy4E€HUHU KOH(UIEHINANBHBIX JaHHBIX [10JIb30BaTENIEH - IOTMHOB U naposei. Ha aHrnuiickoM si3bike
phishing untaercs xak ¢ummnr (ot fishing - peronas noss, password - maposs).

OcHOBHBIE COBETHI 10 O0pbOE ¢ PUIIUHTOM:

1. Cnenu 3a cBouMM akkayHTOM. Eciit ThI mogo3peBaeiib, 4YTo TBOS aHKeTa ObljIa B3JIOMaHa, TO
HE0OX0JMMO 3a0JIOKMPOBATh €€ U COOOLIUTH aIMHUHUCTPATOpaM pecypca 00 ITOM KaK MOXKHO CKOpee;
2. Hcnonw3yit 6e301macHbie Be0-CaThI, B TOM YHCIIE, MHTEPHET-Mara3uHOB U TIOMCKOBBIX CUCTEM;
3. Hcnonp3yil ciokHbIE U pa3Hble apoiau. Takum o0pa3zom, eciau Te0s B3JIOMAIOT, TO

3JIOYMBINIJICHHUKH I10JIYYaT JOCTYII TOJBKO K OJJTHOMY TBOEMY HpO(i)I/IJ'IIO B CE€TH, a HC KO BCEM,
4, Eciu Tebs B3JIOMaJInu, TO HeO6XO,Z[I/IMO IpeaAynpeanuTb BCEX CBOUX 3HAKOMBIX, KOTOPBIC I[O63BJ'ICHBI
y TeOs B APY3biIX, O TOM, UYTO TeOs B3JIOMAJIU ", BOBMO>KHO, OT TBOCTO HMCHH 6y,I[CT paccbuIaTbCA CIiaM U

CCBUIKH Ha (DMITUHTOBBIE CANTHI;

5. YcranoBu HanexHbIH mapoiib (PIN) Ha MoOMIBHBIM TenedoH;
6. OTx1r04M coXpaHeHue napoJst B Opaysepe;
7. He otkpsiBaii (aiiisl 1 qpyrue BIOKEHHUS B MMChMaXx, Ta)Ke €CIIU OHU MPHIILUTH OT TBOUX JIPY3€Eil.

Jlydrie yTo4HM y HUX, OTIIPABJISUIN JIM OHH TeOe 3TH (aiiibl.

u¢poBas penyranus

[udposas pemyranus - 5T0 HETaTUBHAS WM MTO3UTHUBHAS HH(OpMAIUs B CETH O Tele.
Komnpomerupyromas nadopmariusi, pa3MmerieHHast B ”HTEpHETe, MOXKET CEPhE3HBIM 00pa30M OTPa3UTHCS
Ha TBoel peanbHOM ku3HU. "Ludposas permyranus" - 3To TBOM UMUK, KOTOPBIN (opMUpyeTcs U3
nHpopMmaiuu o Tebe B UHTEpHETE.

TBOE MeCTO JKUTENBCTBA, yU4eObl, TBOEC (PMHAHCOBOE MOJIOKEHNE, 0COOEHHOCTH XapaKTepa U PacCKasbl O
OJIM3KUX - BCE 3TO HAKAIUIUBAETCS B CETH.

MHorue noJpoCTKH JETKOMBICIIEHHO OTHOCATCS K MyOJIUKAIMK JUUHONW HHpopMmanuu B IHTepHeTe, He
MOHHMMas BO3MOXKHBIX MocsieAcTBUN. Thl Jaske HE CMOXKEIlb I0rafaThCcsi O TOM, 4To (oTorpadus,
pa3MelnieHHas S JIeT Ha3aj, cTajla IPUYMHOM 0TKa3a NpUHATH Te0s Ha paboTy.

KommMmenTapuu, pazmenienue TBoux ¢ororpaduii U 1pyrue 1eHCTBUS MOTYT HE UCUE3HYTh JaXKe Moce
TOT0, KaK Thl UX yJalullb. Thl HE 3HACIllb, KTO COXPAaHWJI 3Ty HH(OPMAIIHIO, TIOTIANa JIU OHA B IIOMCKOBBIE
CHCTEMBI M COXpPaHUJIACh JIM OHA, a IJIABHOE: YTO MOJYMAaIOT O TeOe OKpY KaloIIKe JII0]IU, KOTOpblEe HAlAYT
1 yBUIAT 3T0. Hailitu nH(popMalinio MHOTO JIET CIICTSI CMOKET JIt000H - Kak U3 100pbIX NOOYKICHHH,
TaK U ¢ HAMEPEHUEM NPUYMHUTD BPEA. ITO MOXKET OBITh KTO YIOJHO.

OcHOBHBIE COBETHI M0 3aIuTe HU(PoBOI penyTanuu:

1. [Toxymaii, mpeskae 4em 4To-To MyOJIMKOBATh U NepeaaBarh y cedst B 6Jiore MM B COLUATIbHON
CeTH;
2. B nacTpoiikax npoduiist ycTaHOBU OTpaHUYEHUS Ha IPOCMOTP TBOETO MPOPHIISL U €ro

COJIEP’KUMOT0, CAENIAl €ro TOJIbKO "uIst Ipy3ein';
3. He pa3mernaii u He yka3biBail HH(oOpMaIio, KOTOpas MOXKET KOro-I1100 0CKOPOIATh WiIn
o0MXKathb.



ABTOpCKOE MPaBo

CoBpeMeHHbIE MIKOIBHUKY - aKTUBHBIE TIOJIb30BaTENN U(POBOro mpoctpancTBa. OnHAKO AalieKo He Bce
3HAIOT, YTO MOJIH30BAHNE MHOTHMH BO3MOXXHOCTSMU ITU(GPOBOTO MUpa TpeOyeT COONMI0ACHHUS MTpaB Ha
MHTEJJIEKTYaJIbHYI0 COOCTBEHHOCTb.

Tepmun "UHTEMIEKTyalIbHAasE COOCTBEHHOCTD' OTHOCHUTCS K Pa3IMYHBIM TBOPEHUSIM YEJIOBEYECKOTO yMa,
HA4YMHAs C HOBBIX M300pPETEHU U 3HAKOB, 0003HAYAIOIUX COOCTBEHHOCTh HA MPOIYKTHI U YCIYTH, U
3aKaH4MBasi KHUTaMu, pororpadusiMu, KHHOPHIEMaMU ¥ My3bIKaJTbHBIMUA TPOU3BEICHUSMHU.
ABTOpCKHE MpaBa - 3TO NMPaBa Ha UHTEIUICKTYAJIbHYIO COOCTBEHHOCTh Ha MPOU3BEICHUS HAYKH,
JUTEPaTyphl U UCKYCCTBA. ABTOPCKHE MpaBa BRICTYMAIOT B KAUECTBE FApaHTUU TOTO, UYTO
MHTEJUICKTYaJIbHBIN/ TBOPUECKUI TPYA aBTOpa He OyAET HallpacHbIM, 1aCT €My CIIPaBeIUBbIC
BO3MOXXHOCTH 3apa00TaTh Ha pe3y/IbTaTax CBOETO TPYAQ, MOJIYYHTh U3BECTHOCTh U Mpu3HaHue. HukTo
0e3 pa3perieHns aBTOpa HE MOXKET BOCIIPOU3BOIUTE €T0 MPOU3BEACHHE, PACTIPOCTPAHSITH, MyOIUIHO
JI€MOHCTPHUPOBATh, IPOJIaBaTh, UMIIOPTUPOBATh, TyCKAaTh B MIPOKAT, MyOJIUYHO UCTIOIHSITD,
MOKa3bIBaTh/UCHIONHATH B 3pupe miu pazmemiars B HTepHere.

Hcnons3zoBanue "mupaTckoro’ mporpaMMHOTO 0OECIICYEHHS MOKET MTPUBECTU K MHOTUM PUCKaM: OT
MOTEPH JIAHHBIX K TBOMM aKKayHTaM 110 OJJOKMPOBKU TBOETO YCTPOWCTBA, IIE€ YCTAHOBJICHA HEJIeTalbHas
nporpaMMma. He cTOUT Takke 3a0bIBaTh, YTO CYIIECTBYIOT JeTalbHbIC H OECIIaTHbIE IPOTPAMMBbIL,
KOTOpbIE MO>KHO HAlTH B CETH.

p
CocraBun /gf [Tpunannukos B.E. uakeHep-nporpaMMHCT

COI'JTACOBAHO
IIpoTokon 3acenanus
CoBera TeXHUKyMa

or 02.09.2022r. Ne 6



		2023-07-14T09:49:56+0500
	Казанская Наталья Владимировна
	Я подтверждаю точность и целостность этого документа




